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‘l ‘l PennKey and REDCap Access

Michelle Dunn (medpenn@upenn.edu) - Sep 07, 2023, 10:35 AM EDT

PennKey and REDCap Access for Guests

1. CNT Staff completes the following form for Guest, marking REDCap in the Access Need drop down menu:
https://iam.pmacs.upenn.edu/forms/pennkey/request/

2. CNT Staff will receive an email from PMACS with encrypted SecureShare link that includes PDF instructions for CNT
Staff to send to Guest to create a PennKey.

3. After Guest has created PennKey, the university requires Guest to complete Penn REDCap HIPAA training in
Workday. By default, Guest will be in Workday as Extended Enterprise Learner, but in an inactive status. Guest will
need account manually activated for Learning Module Access

3a. All affiliates with Courtesy, Research, or Visiting Student PennKey affiliations will have a Workday Learning account,
but the accounts are inactive when created. They can self-activate their account following the steps in this tipsheet
https://www.workday.upenn.edu/docs/default-source/tip-sheets/self-service-access-to-workday-learning-by-the-
extended-penn-community.pdf?sfvrsn=6cfa9156_2 or CNT Staff can submit a ticket and our team can manually activate
them.

3b. Guest will use PennKey to log into Workday and complete "REDCap: Best Practices for Maintaining HIPAA
Compliance and Protecting Personal Health Information (PHI)". Instructions for this are in the Human Subjects Training
tab in LabArchives.

4. After the Training is completed by Guest, they can request a Penn REDCap account be created for them using this
form: https://redcap.med.upenn.edu/surveys/?s=YbCvd4

5. Once Penn REDCap account is set up, CNT Staff will add them to the CNT's REDCap repository or repositories

Joshua Asuncion (asuncion@upenn.edu) - Jul 25, 2023, 2:06 PM EDT

Requesting Help with PennKey Issues

PLEASE NOTE REGARDING GUEST PENNKEYS: Beginning December 1, 2021, DART will be moving to an online
form for Guest PennKey requests. Guest PennKey sponsors should visit https://iam.pmacs.upenn.edu/ to sponsor a Guest

PennKey. Paper Guest PennKey request forms will no longer be accepted after December 1, 2021.

If you need assistance please contact DART during regular University hours, 9AM - 5PM Monday through Friday. You can

also send an e-mail message to medhelp@pennmedicine.upenn.edu.

The University and DART will never ask you to provide your personal data including social security number, birth date, or

PennKey password via email.


https://www.labarchives.com/
https://iam.pmacs.upenn.edu/forms/pennkey/request/
https://www.workday.upenn.edu/docs/default-source/tip-sheets/self-service-access-to-workday-learning-by-the-extended-penn-community.pdf?sfvrsn=6cfa9156_2
https://redcap.med.upenn.edu/surveys/?s=YbCvd4
https://iam.pmacs.upenn.edu/
mailto:medhelp@pennmedicine.upenn.edu?subject=PennKey%20Assistance
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Warning About Setup Codes

Quick Overview: Do not request a Setup code unless you need it. Do not request more than one Setup Code. Please use your

Setup cod immediately once you've receive it.

¢ Requesting a Setup Code is analogous to reporting a lost credit card. For security purposes, a Setup Code request
immediately deactivates a registered PennKey. Once you've requested a Setup Code you must use it to reset your
password and reactivate your PennKey. That means, for example, that if you remember your old password after you've
used the ISC Setup Code service, you won't be able to use your PennKey again until you reset your password using the
Setup Code you requested.

¢ If you request a second Setup Code during the time a previously requested Setup Code is unexpired, the second request
will nullify the first Setup Code. The following example illustrates this point. Suppose you request a Setup code through
ISC's Setup Code service and your Setup Code is delayed for some reason. You then use ISC's Setup Code service again
and the following day the first Setup Code arrives. The second request nullifies the first Setup Code, and you will need to
wait for the second Setup Code to arrive. If a Setup Code is taking an unusually long time to arrive, please visit the
Requesting help section for assistance. Do not request a second setup code to speed up the process.

¢ A PennKey Setup Code expires in 60 days or when you have completed the procedure for which the Setup Code was

issued, whichever comes first.

https://www.med.upenn.edu/dart/psompennkey.html



https://cmsdev1.pmacs.upenn.edu/pmacs/PennKeyMed.html#RequestingHelp
https://www.med.upenn.edu/dart/psompennkey.html
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